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AIM/PROBLEM STATEMENT: Write a program for Tracking Emails and Investigating
Email Crimes. i.e. Write a program to analyze e-mail header

OBJECTIVES:

e To understand various vulnerabilities and use of various tools for assessment of
vulnerabilities

OUTCOMES:
* Identify various vulnerabilities and demonstrate using various tools.

PRE-REQUISITES:

1. Knowledge of C, C++, python programming
2. Basic knowledge of computer, network and security information
THEORY:

The email header is a code snippet in an HTML email, that contains information about the
sender, recipient, email’s route to get to the inbox and various authentication details. The
email header always precedes the email body.

What purpose do email headers serve

Providing information about the sender and recipient :

An email header tells who sent the email and where it arrived. Some markers indicate this
information, like “From:” — sender’s name and email address, “To:” — the recipient’s name
and email address, and “Date:” — the time and date of when the email was sent. All of these
are mandatory indicators. Other parts of the email header are optional and differ among email
service providers.

Preventing spam:

The information displayed in the email header helps email service providers troubleshoot
potential spam issues. Encapsulating Security Payload (ESPs) analyzes the email header, the
“Received:” tag, in particular, to decide whether to deliver an email or not.



Identifying the email route:

Identifying the email route. When an email is sent from one computer to another, it transfers
through the Mail Transfer Agent which automatically “stamps” the email with information
about the recipient, time and date in the email header.

How to Find an Email Header

Viewing an email header in Gmail:
Open an email. Find “More” (three vertical dots), choose “Show original.”

Viewing an email header in Outlook:

Open an email. Find “More actions” (three horizontal dots), choose “View message source.”
Viewing an email header in Yahoo:

Open an email. Find “More actions” (three horizontal dots), choose “View raw message.”

All ESPs allow curious users to see how the email looks from the inside, in HTML code.
This function looks and works the same way with every ESP. Let’s take a closer look at
it.

Analyzing an Email Header

The appearance of the email header differs between ESPs. To analyze it, you need to find the
email header and examine the lines of interest to you. All the code from the beginning, until
the <body> tag, represents the header. Here is the list of what you can find in the email
header:

“Received:” lines. They show the address of the computer that received the email, as well as
other computers’ addresses that an email may have been transferred through. Unlike other
email header elements, “Received:” lines can’t be forged.

Recedved: from mefrontfo.meil.yandex.net ([127.6.0.1])

by mefrontfo.mail.yandex.net with LNTP id 4G1yepet

for <rtkachevisendpulse.comy; Thu, 18 Apr 2019 01:11:51 +4309
Recedved: from mail3694.archdigest.mkt6293. com (mailSeo4. archdigest. mkte2s3. con [74.112.65.117])

by mefront6o.mail.yandex.net (musmtp/Yandex) with ESHTPS id 90nd5rPepn-B1Iguiide;

Thu, 13 Apr 2019 01:11:45 +0303

(using TLSv1.2 with cipher ECOHE-RSA-AES128-GCN-5HAZSA (128/128 bits))

(Client certificate not present)
Return-Path: v-onfega_fchliniafm_gakaioc gakeioci agbounce.newsletters.archdigest.con
X-Yandex-Front: mefrontho.mail.yandex, net
X-Yandex-TineMark: 1535539188, 502
Authentication-Results: mefrontéo.mail.vandex.net; spf=pass (mefrontéo.mail.yandex.net: domain of bounce.newsletters.archdigest.com designates 74.112.65.117 a
smtp.mail=v-omfega_fehliniafm gakeioci gakaiocd_a@bounce.newsletters.archoigest.com; deim=pass header.i=email@archdigest.messages2.con
X-Yandex-Spam: 2
X-Yandex-Fud: NTk3NDMZMNZQ] cdMziczMyw 2 MSNDYANT TzhzkdNz TANTO3
D{IM-5ignature: v=1; a=rsa-shal; c=relaxed/relaed; s=spopld2d; d=srchdigest.messages?.com;
n=Date:From:Reply-To:Ta:Message- 10:Subject :MIME-Version: Content-Type: List-Unsubscribe; i=emeilfarchdigest.messages2.com
Bh=WVISouVySDXRQCATLkXeUxImGas=}
b=aXLbd 2hyUNO4z8L AL rDGikAa71P357eSF s LA ru/ gkZpFwF 7vuDCPELoLaX0eZBLR2DAKESYE

MIME-version. Multipurpose Internet Mail Extensions are an Internet standard that extends
the format of email by supporting text and non-text attachments like audio, video, images,
message bodies with multiple parts, etc.



JIME-Versian: 1.8

Message-ID. The message-ID is a globally unique identifier used in email. Message-IDs
have a specific format that is generated for a specific email address and message, thus, no two
messages have the same Message-ID.

Message-10: <753600385.130614211555539101949., Javalla1L. appgrbg23 atlisly

DKIM Signatures. DomainKeys Identified Mail confirms the sender’s authenticity by
connecting the domain name with the email. DKIM is the technology that helps to reduce
spam and phishing and allows companies to guarantee for their email messages.



OKTH-Signatures v=1; a=rsa-shal; cerelaved/relaved; s=spopldd; d=srchdigest.messagesl.com
n=lgte: From:Reply-To:To:Message- 10: Subject :NIVE-Version: Content-Type: List-Unsubscride; 1=emsilfarchdigest messagesd.con
D=V 50Ny SOXHOCT Lk el onGas=
=Ll 2hyUNGA2BLAH,rDGuAaTE P35 785 s 1A r kT Tuu CPBLoLakQeZACRADAKES YA
sSRKDBVRANYGE1a/ 1L ZtZL NskvnuSebpHliny InziVERL /W7 7mBof Pt XgSFgagpt i kd

YalLTBTyUTrzn0i o=
Domeinkey-Simnature: a=rsa-snal; c=nofiis) g=dns; s=sponl02d; d=arcdipest messagesl.com;
=N 746r BH3R1KNntBUns Bk Z0nT+dubc SHTb96 1+ Dad6taTubETHe Morab TR2HSOGVLISKK TN
Ry5# 10V odesB4Ron SCYNRTRILY 240123857/ BCitnk VO YIHTV2 GO0+ 3L m3YSErkhdgdun
OagvolTYedlebdnlc;

CONCLUSION: Thus, implementation of email header program is performed successfully.

QUESTIONS:
1. Why are email headers so important in computer forensics ?
2. How can an email header analysis be used in the legal process ?

3. How the use of email header information could be used by a digital forensic professional
in an investigation ?



